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TOR
(The Onion Routing)

For hiding IP address
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TOR (The Onion Routing protocol)

E) How Tor Works: 1
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TOR (The Onion Routing protocol)

E) How Tor Works: 2

Alice
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Step 2: Alice's Tor client
picks a random path to
destination server. Green
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TOR (The Onion Routing protocol)

* Router A Key

Router B Key
Router C Key

Message

Router B
Router C
Source Destination
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TOR example scenario
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Z3l =& An E-voting Protocol Based on Blockchain
Details of the Protocol

Pre—voting Phase — F32A} 55 (F707]1 419 AF-&)
Voting Phase - £32F A% (F717] 1 A1 At
Ballot Preparation — F& 3 9 (29l
Ballot Casting — 9| Be2t-A& 5o F1& (F717] 2 41¥

Post—voting Phase — 7} 3, 15 A &<l



| Alice:Voters I ‘ Bob:Organizers | ‘ Carol:Inspectors I

Catice(hash(V)) :
 SeaCatasn() ]
Ctice(hash(V)) -

I SouraCatcchashV)) T

anonymously send

Va S’Bob(ha"gh’(v))a Sél'arol (h’aSh(V))

Fig. 2. Sequence Diagram of The Protocol.



Reference

O
-
010¥ 3< 1AK0201007762964102.pdf (koreascience.or.kr)

— Liu, Y., Wang, Q.: An E-voting Protocol Based on Blockchain,
[ACR Cryptology ePrint Archive (2017) Google Scholar 1043.pdf (iacr.org)

- 24 A% (Blind signature)= ©]-&3t T3 W4

- olmz] &4:

—  What is the Tor Browser? And how the dark web browser works | CSO Online

- Deep Dive Into TOR (The Onion Router) | by Deepal Javasekara | Deepal’s Blog (insiderattack.net)
- How Does Tor Really Work? The Definitive Visual Guide (2020) | Skerritt.blog

- [XAFHRESH HAste 2 B2t MY (tistory.com)



https://www.koreascience.or.kr/article/JAKO201007762964102.pdf
https://scholar.google.com/scholar?q=Liu%2C%20Y.%2C%20Wang%2C%20Q.%3A%20An%20E-voting%20Protocol%20Based%20on%20Blockchain.%20IACR%20Cryptology%20ePrint%20Archive%20%282017%29
https://eprint.iacr.org/2017/1043.pdf
https://www.csoonline.com/article/3287653/what-is-the-tor-browser-how-it-works-and-how-it-can-help-you-protect-your-identity-online.html
https://blog.insiderattack.net/deep-dive-into-tor-the-onion-router-6de4c25beba7
https://skerritt.blog/how-does-tor-really-work/
https://life-with-coding.tistory.com/21

